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“O
nce the Xerox copier
was invented, diplo-
macy died,” lamented
Andrew Young, for-
mer U.S. ambassador

to the United Nations during the Carter
administration. 

That was more than 30 years ago. Since
then, with the advent of the Internet, the
photocopier has become the least of the
worries of officials around the world look-
ing to conduct government business in
secret. Referencing the whistle-blowing
website WikiLeaks, noted First Amend-
ment attorney Floyd Abrams thinks it will
be more and more difficult to protect
secrets, regardless of the validity of the
decision to keep the information secret. 

The ability of even democratically
elected representative governments to
keep some information under wraps has

been considered essential to the conduct
of international affairs. American presi-
dential administrations since the begin-
ning—regardless of party affiliation—
have asserted that some government
activities needed to remain secret for the
greater or long-term good. 

Even Thomas Jefferson, an architect of
democracy, “loved the sense of freedom
from oversight which diplomacy gave,”
wrote historian Henry Adams. Jefferson
himself said, “All nations have found it nec-
essary that, for the advantageous conduct
of their affairs, at least some of these (exec-
utive) proceedings should remain known to
their executive functionary only.” 

Abrams acknowledged in an interview
with Quinnipiac Law that WikiLeaks’
actions may sometimes have served the
public interest. But, he says, “They have
released an enormous amount of material

without good reason, and with the poten-
tial to create considerable harm.” Abrams
represented The New York Times in the
Pentagon Papers case. He was the recipient
of the Fred Friendly Lifetime Achievement
Award from Quinnipiac University in 2008.

WikiLeaks’ activities raise several
questions about freedom of speech at
home and abroad, the nature of journal-
ism, the definition of “whistle-blowing,”
the limits and possibilities of diplomacy,
the intersections of the American and
international legal systems, and the con-
duct of international affairs. 

Founded in 2006 by a group led by 
Australian activist and journalist Julian
Assange, WikiLeaks has the stated purpose
of “exposing oppressive regimes,” and
“revealing unethical behavior in govern-
ments and corporations by making public
classified, censored or otherwise restricted
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material it receives from other sources and
that is not already publicly available.” 

The site has published documents as
diverse as information about toxic dump-
ing in Africa, protocols from Guantánamo
Bay, the “secret bibles” of Scientology,
reports of Iranian nuclear accidents, email
messages from Sarah Palin’s personal
account, and 9/11 pager messages. Assange
recently has indicated his intention to use
data from an executive’s hard drive to take
down a major American bank and reveal an
“ecosystem of corruption.” 

But the WikiLeaks activities getting
most of the attention of late, and raising
Constitutional issues here in the U.S., are
the release of tens of thousands of confi-
dential military field reports about the
wars in Iraq and Afghanistan in July 2010,
followed by the release in December of a
quarter of a million diplomatic cables from
250 U.S. embassies around the world. In-
depth reports based on those cables were
published by The New York Times and
four European newspapers. 

Criminal investigation planned
The release of the field reports was
denounced by officials as potentially
endangering the lives of both soldiers and
civilians. The release of the cables has pro-
voked consternation in diplomatic circles
worldwide. The U.S. Department of Justice
has stated its intention to conduct “an
active criminal investigation” of Assange,
looking to ascertain whether he was a con-
spirator encouraging the extraction of clas-
sified files, or simply the passive recipient
of the information from another party. 

The American law usually cited in rela-
tion to legal action against WikiLeaks is the
Espionage Act of 1917. Among other stipu-
lations, the act states that the unauthorized
possession and disclosure of information
respecting the national defense to be “used
to the injury of the United States, or to the
advantage of any foreign nation” is illegal.
The law has been subject to several chal-
lenges, but has been upheld, at least in part. 

Most recently, according to Abrams,
who represented The New York Times in
the Pentagon Papers case, “The Justice
Department took the position that it
could enforce the Espionage Act against

journalists in a 2006 case—U.S. v. Rosen—
that it later dropped.” In that case, two for-
mer officials of the American Israel Politi-
cal Action Committee were accused of
orally giving an Israeli diplomat classified
information they had been told by a
Defense Department employee. 

Abrams explains that the federal judge in
that case concluded that “to obtain a con-
viction of individuals who had not worked
for the government but had received infor-
mation from individuals who had, prosecu-
tors must prove bad intent; that is, prove
that the defendant actually intended to
harm the U.S. or to help an enemy, rather
than that he was simply following a deeply
held view that government secrets should
be exposed. This ruling holds that action
based on such a belief could be protected
by the First Amendment.” 

Assange’s own public statements could
expose him to prosecution under this
reading of the law. He is quoted in a New
Yorker profile as arguing that a social
movement to “expose secrets could bring
down many administrations that rely on
concealing reality—including the U.S.
administration.” And Attorney General
Eric Holder noted recently that the Jus-
tice Department is looking beyond the
Espionage Act to other possible offenses,
including conspiracy or trafficking in
stolen property. “We have other statutes,
other tools at our disposal,” he said.

Jurisdiction is cloudy
If prosecution were to go forward, Jeffrey
Meyer, professor of law, believes that com-
plex jurisdictional issues would have to be
resolved. He asks, “Who can legitimately
assert jurisdiction with a defendant who is
an Australian national, who has hidden in
England and is working with authorities in
Iceland, is wanted for unrelated charges in
Sweden, and who published documents
that were apparently provided without
authorization to WikiLeaks by a U.S. citi-
zen who was a soldier in Iraq at the time?” 

Meyer says, “Jurisdictional rules have to
be neutral as to outcome and not turn on
the merits of underlying disputes; they are
not the same as rules of conduct. The U.S.
cannot assert authority simply to regulate
conduct it finds offensive; on the other
hand, if someone has stolen U.S. govern-
ment property, others should not be free 
to traffic in it.” 

But these guidelines, Meyer notes, do
not address the extent to which provisions
of our Constitution apply abroad. He asks,
“Would Assange win an argument that he
has First Amendment rights abroad? Does
the Constitution protect people in general
from our government’s doing anything
constitutionally forbidden, or does it 
protect only U.S. citizens and/or certain
conduct that occurs within the U.S? If I 
go overseas, I can be protected as an
American citizen if I speak against the
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The issue is whether WikiLeaks has gone
so far that the First Amendment may
simply not protect it, according to Floyd
Abrams, a First Amendment expert.



U.S. government. But do the same protec-
tions apply to foreigners abroad involved
in actions related to the U.S.?”

Additional questions involve whether a
government regulates by where conduct
takes place, or where conduct has its
effect. “Regulating the first is easier,”
Meyer says, because it is more objectively
identifiable. “If you’re just over the border
in Canada and shoot someone in the U.S.,
the venue for prosecution is pretty clear,
at least in Canada.” But, he continues,
“What do these questions mean when
talking about the Internet, which is every-
where and nowhere, and where everything
occurs simultaneously?” 

Some discussions of legal issues sur-
rounding WikiLeaks have focused on
whether or not Assange can be considered
a journalist. Meyer and Abrams find this
issue irrelevant. “We don’t ordinarily con-
dition First Amendment protections on
the identity or condition of the speaker,”
Meyer says. 

Abrams adds, “We all receive broad
First Amendment protection. The issue is
whether WikiLeaks has gone so far that
the First Amendment may simply not pro-
tect it. Whoever gave them the info could
be prosecuted. But WikiLeaks has both
some source-like qualities and some jour-
nalistic qualities; we have never seen a case
like this before.”

Chilling effect on journalism
Journalists themselves are divided on the
“journalistic qualities” of WikiLeaks. 
Last December, syndicated columnist
Clarence Page published a piece titled,
“WikiLeaks Can Make Us Less Free,” in
which he argues that “the biggest irony is
how the consequences of Assange’s nosy
revolution undoubtedly will be quite the
opposite of what he says he wants.
Instead of opening up the world to more
private information and honest views, he
will make leaders and diplomats more
cautious and less candid. With fewer 

guarantees of secrecy 
in this Internet age,
it will be more diffi-
cult for national lead-
ers and diplomats to
gain the confidence
that can lead to frank
discussions and use-
ful ends.” 

But in the same
month, nearly two
dozen faculty mem-
bers of the Columbia
Graduate School of
Journalism sent a 
letter to President
Obama and Attorney
General Holder, 
saying, “Any prosecu-
tion of Wikileaks’
staff for receiving,
possessing or pub-
lishing classified
materials will set a
dangerous prece-
dent… potentially
chilling investigative
journalism and other
First Amendment-
protected activity.

Prosecution … would greatly damage
American standing in free-press debates
worldwide and would dishearten those
journalists looking to this nation for
inspiration.”

For Richard Hanley, assistant professor
of journalism and QU graduate journalism
program director, WikiLeaks “shows how
incapacitated the profession of journalism
has become in relation to reporting on
diplomacy and international affairs”—
areas he says are most affected by budget
cuts in mainstream news organizations. 

“News outlets used to pride themselves
on international coverage,” Hanley says.
“Journalists should have been all over
some of the stories that those cables
highlighted. Yes, some of the material in
the leaked dispatches falls into the
category of gossip. But those are exactly
the kinds of leads that journalists follow
in order to get real news. With news
bureaus shut down, there is no
opportunity to follow leads, to dig deeper.
What we have with WikiLeaks is a data
dump. Information is not the same as
news. News—good journalism—provides
context and depth. Simply posting
documents is not doing journalism.” 

Still, Hanley is optimistic about his
profession and even the lessons it can
take from WikiLeaks. “I hope that what’s
happened sparks a renewal of aggressive
international reporting, but not from
traditional news organizations. Startups
will use the power of the Internet without
having costs like printing presses and
paper. They could post reporters around
the world and package and distribute
good journalism to domestic media
companies.”

Susan Filan ’91, senior legal analyst for
MSNBC, says she isn’t sure at this point
about who wins the First Amendment
argument, but hopes a new definition of
right and wrong emerges from the
WikiLeaks story. 

Filan, also a principal in her own
Fairfield County law firm, says, “We are at
a place where morality, technology, policy
and the law all meet up. The idea of what
is best for the greater good may be
moving out of the hands of governments
and becoming all of our responsibility.” 
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Richard Hanley, director of the
graduate journalism program at
Quinnipiac, says WikiLeaks dumps
data that may or may not yield
news leads.




